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Nowadays wireless sensor networks (WSNs) have become a promising technology to get 
physical or environmental information and transfer the sensing data to various users. 
A wireless sensor network (WSN) is consisted of a large number of wireless-capable 
sensor devices working collaboratively to achieve a common objective. As a matter of 
fact, WSNs are usually deployed in potentially adverse or even hostile environments. 
 Compared with traditional computer networks, WSNs are vulnerable due to their 
features of open medium, dynamic changing network topology, limited resources, and a 
lack of a clear line of defense. Various kinds of attacks can disrupt the normal working 
of WSNs and defeat the purpose of their deployment. Hence, information security and 
protection are key concerns in WSNs. However, many existing security technologies for 
traditional wired or wireless networks cannot be applied in WSNs directly. Moreover, 
the existing security schemes of WSNs only can provide limited security as well as 
protection and still leave many important open issues. Therefore, more detailed studies 
of security and protection for WSNs is required in order to put them into real 
implementation and to provide a proper system design. 
This dissertation aims at proposing efficient and systemic security and protection 
for WSNs, which fully considers the limited resources of sensors and the hierarchical 
architecture in WSNs. 
Firstly, an energy efficient data secrecy scheme for WSNs is proposed. WSNs 
generally face more serious limitations than general wired and wireless networks in 
terms of energy supply. The energy consumptions of existing data secrecy schemes are 
relatively high. Therefore, how to provide energy efficient data secrecy is very 
necessary. The system of wireless body sensor networks (WBSNs) is taken as a specific 
case of WSNs for study, which a typical case of WSNs needs energy efficiency. On one 
hand, the proposed key establishment protocol integrates node IDs, seed value and nonce 
seamlessly for security, then establishes a session key between two nodes based on one 
way hash algorithm SHA-1. On the other hand, a low-complexity threshold selective 
encryption scheme is proposed. Also, a security and low-complexity selection patter 
exchange method is designed for the threshold selection encryption. The energy cost 
of the proposed scheme is evaluated. This scheme shows the great advantage over the 
other existing scheme in term of low energy consumption. 
Secondly, a dynamic secure access mechanism for WSNs is proposed. In WSNs, because 
there are many dynamically mutable attributes, continuous access decisions and dynamic 
attribute updates should be important properties of access control. In addition, WSNs 
need low-complexity authentication protocols because of the constrained resources. 
However, the authentication protocols of most current security access schemes have 
relatively high complexity. More importantly, the access control models of existing 
schemes cannot provide attribute mutability and continuous decisions dynamically. To 
address above issues, a lightweight secure authentication protocol and a dynamic access 
control scheme are designed based on security token and usage control (UCON), 
respectively. Then, through defining the strong node and weak node based on their 
resources, the agent technology is adopted to implement the proposed dynamic secure 
access scheme. Next, the probability of the dynamic attribute update and decisions is 
analyzed. After that, an instance of UCON is implemented. The implementation results 
indicate the feasibility of using UCON in WSNs. Finally, through evaluating and 
comparing with current schemes, the authentication protocol in this mechanism presents 
several advantages including the low expenses in calculation, storage and communication. 
To my best knowledge, this work is the first to realize next generation dynamic access 
control with attribute mutability and continuous decisions in WSNs. 
Thirdly, a brain-like hierarchical learning based intelligent intrusion protection 
for WSNs is proposed. The existing intrusion detection schemes for WSNs have limited 
accuracy. Furthermore, the intrusion prediction for WSNs is an unresolved problem. 
Hence, the current intrusion detection schemes cannot provide enough security and 
protection for WSNs, which poses a number of security challenges in WSNs. First, the 
intrusion detection schemes without high detection rate provide only incomplete 
security coverage, leaving sophisticated attack undetected. Also, false alarms will 
waste the recourse of WSNs, such as energy. Second, in many mission-critical 
applications, even though the intrusion detection system (IDSs) without prediction 
capability could detect the malicious activities afterwards, the damages to the WSNs 
have been generated and could hardly be restored. Last but not least, sensor nodes 
usually are resource-constrained, which limits the direct adoption of expensive 
intrusion detection and prediction algorithm. To address above challenges, an 
intelligent intrusion protection scheme is proposed, which is able to enforce accurate 
intrusion detection and prediction. The proposed scheme exploits a novel brain-like 
hierarchical learning framework, tailors, and adapts it for WSNs with both performance 
and security requirements. The basic idea of the intelligent intrusion detection scheme 
is distributed detection and centralized prediction. The supervised learning based 
detection is designed as low level detection, which is performed in sensors. This 
component is corresponding with the cerebellum of the brain. On the other hand, the 
unsupervised learning based detection is designed as high level detection, which is 
performed both in sinks and base station. This part is corresponding with the cerebral 
cortex of the brain. In the proposed scheme, only the base station can perform intrusion 
prediction which is based on reinforcement learning. This part is corresponding with 
the basal ganglia of the brain. Through the interactions among the detection and 
prediction modules in different layers of WSNs, efficient and systemic intrusion 
protection can be obtained. The implementation system of the proposed scheme is designed 
based on agent technology. Moreover, the attack data set is got. Simulation results 
show that the proposed scheme has several advantages in terms of efficiency of 
implementation, high accuracy of intrusion detection and prediction. To my best 
knowledge, this work is the first to realize intrusion prediction for WSNs. 
In addition, in order to enhance the defense capability of the proposed intrusion 
protection scheme for resisting against some sophisticated attacks, the brain-like 
hierarchical learning based intrusion protection scheme is enhanced by combing 
UCON-based access control and adaptive intrusion detection. In WSNs, current access 
control components work in isolation from intrusion detection systems (IDSs). Due to 
lack of interoperation between these two classes of issues, there are limitations on 
security, especially for resisting against unknown attacks and attacks with ongoing 
attributes. To address this, an enhanced intrusion protection framework is proposed, 
which integrates access control and intrusion detection in WSNs. In this framework, 
the access control of this scheme is based on UCON, so that this scheme can provide 
mutable attributes and continuous access decisions for WSNs to resist against the 
attacks with continuous attributes. Also, the adaptive intrusion detection is developed 
for resisting against unknown attacks. The rules of these two components are stored 
in an integrated rule set. These two components can interact with each other. Data 
extracted from a process of UCON can be supplemented with feature data from the intrusion 
detection to enhance the detection rate. The UCON modular can request intrusion 
detection modular to report the detection results. Thus UCON and intrusion detection 
are integrated efficiently. Then the attack data set is got. And an instance of the 
proposed scheme is implemented to evaluate the overhead and memory consumption. The 
implementation results support the feasibility and effectiveness of using the proposed 
scheme in WSNs. Also, the attack detection simulation is done to evaluate the protection 
capability. The results show that the proposed scheme can provide more optimized 
performances than related schemes. 
Finally, a context-capture multi-valued decision fusion scheme with fault tolerant 
capability for WSNs is proposed. WSNs are usually utilized to perform decision fusion 
of event detection. Current decision fusion schemes are based on binary valued decision 
and do not consider bursty context-capture. However, bursty context and multi-valued 
data are important characteristics of WSNs. One on hand, the local decisions from 
sensors usually have bursty and contextual characteristics. Fusion center must capture 
the bursty context information from the sensors. On the other hand, many applications 
need to process multi-valued data, such as temperature and reflection level used for 
lightening prediction. To address these challenges, Markov modulated Poisson process 
(MMPP) and multi-valued logic (MVL) are introduced into WSNs to perform context-capture 
multi-valued decision fusion. The overall decision fusion is decomposed into two parts. 
The first part is the context-capture model for WSNs using superposition MMPP. Through 
this procedure, the fusion center has a higher probability to get useful information 
of local decisions from sensors. The second part is focused on multi-valued decision 
fusion. Fault detection can also be performed based on MVL. Once the fusion center 
detects the faulty nodes, all their local decisions are removed from the computation 
of the likelihood ratios. Finally, the context-capture and fault tolerance are 
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